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Control objectives and techniques for the HWE Accessories website
Risk assessment technique will be used to define the control objectives and techniques that will ensure the completeness, accuracy, validity, and authorization of transactions and data for the new HWE Accessories website. Risk management is an essential requirement of modern IT systems where security is important just like in the HWE Accessories website. It can be defined as a process that will help in identifying risk, assessing risk, and taking steps to reduce risk to an acceptable level. The three security goals of HWE Accessories website are Confidentiality, Integrity and Availability. Risk assessment is a systematic consideration of the business harm likely to result from a security failure, taking into account the potential consequences of a loss of confidentiality, integrity or availability of the information and other assets (Murugesan, 2008). In addition, it shows the realistic likelihood of such a failure occurring in the light of prevailing threats and vulnerabilities and the controls currently implemented. 
The steps that will be followed in the risk-based approach to making the website assessment will cover the inventory systems in use in the HWE Accessories website and categorize them. It will also determine which of the systems impact critical functions or assets and assess what risks affect these systems and the severity of impact on the business. These assessments will enable the developer to decide the audit priority, resources, schedule and frequency. HWE Accessories website assessment objectives will also cover a combination of the following scopes: firewall security, physical access security, passwords, security settings and user rights.
The following is the list of the HWE Accessories website assessment objectives:
· Review of the controls of the IT systems to gain assurance about their adequacy and effectiveness.
· Evaluation of the performance of a system or a specific program. 
· Review of the security of the IT systems. 
· Examine the system development process and the procedures followed at various stages involved therein. 
HWE Accessories website IT Controls
	Controls in a website are all the manual and programmed methods, policies and procedures that ensure the protection of the entity’s assets, the accuracy and reliability of its records, and the operational adherence to the management standards. Presence of controls in a commercial website like the HWE Accessories website is significant from the deployment point of view as these systems may allow duplication of input or processing, conceal or make invisible some of the processes, and in some of the commercial organizations where the computer systems are operated by third party service providers employing their own standards and controls, making these systems vulnerable to remote and unauthorized access (Murugesan, 2008). When performing HWE Accessories website assessment both types of testing – compliance and substantive testing will be involved. Compliance testing determines if controls are being applied in the manner described in the program documentation or as described by the HWE Accessories management. A compliance test determines if controls are being applied in a manner that “complies with” management policies and procedures. Substantive audit “substantiates” the adequacy of existing controls in protecting the organization from fraudulent activity and encompasses substantiating the reported results of processing transactions or activities. 
HWE Accessories Website Testing Document 
	The HWE Accessories website testing will use the following testing methodologies. Dynamic testing will confirm whether HWE Accessories website functions according to its specifications. Test scripts and recorded results will be agreed within an acceptance plan. Dynamic testing will be based on two different aspects: Black box and White box testing
1. [bookmark: Black_Box_Testing]Black Box Testing
	Black box testing is the process of testing a website without having access to the code which is converting the data. The testing stages will consist of specifying the file before the conversion takes place and then confirming the changes which occur after the program has been run and converted the file. The name ‘Black Box’ comes from not being how to see how the function works. Black box testing focuses on the behavior of the software and involves testing from an external or end-user perspective. With black box testing, the tester is testing the functionality of the website without looking at the code or having any knowledge of the application’s internal flows (Wang & Senecal, 2007). Inputs and outputs will be tested and compared to the expected output and if the actual output doesn’t match the expected output, a bug will be found.
	There are various types of black box testing include functional testing, system testing, usability testing, and regression testing.
I. Functional Testing
	Functional testing is the type of testing done against the business requirements of application and is a black box type of testing. It will involve the complete website integration system to evaluate the website’s compliance with its specified requirements. In the HWE Accessories Website, testers will need to verify a specific action or function of the code. For functional testing either manual testing or automation tools will be used but functionality testing would be easier using manual testing only (Wang & Senecal, 2007). Five steps will be followed in the functional testing:
a) Preparation of test data based on the specifications of functions
b) Business requirements are the inputs to functional testing
c) Based on functional specifications find out of output of the functions
d) The execution of test cases
e) Observe the actual and expected outputs
2. [bookmark: White_Box_Testing]White Box Testing
	White box testing on the other hand will allow the HWE Accessories website testing team to see the code which is converting the data. Consequently the tester can write tests to include data which will ‘trip up the code’. Black box testing validates the requirements and specifications, where as white box testing validates the code. White box testing is a method of testing software in which the internal working is known to the tester. White box testing validates the internal structure and therefore often focuses primarily on improving security, and making the flow of inputs/outputs more efficient and optimized (Wang & Senecal, 2007). In white box testing, the tester is often testing for internal security holes and broken or poorly structured coding paths. The term “white box” is used because in this type of testing, you have visibility into the internal workings. Because of this, white box testing usually requires a more technical person. Types of white box testing to be done will include unit testing and integration testing.
3. Security Testing
	This testing will describe some of the issues involved in website testing of the various interfaces through which the website communicates with its environment. These will include:
i. Identification of architectural, design, and implementation risks
ii. Risk-driven test creation
iii. Dependency attacks
iv. User Interface attacks
v. File system attacks
vi. Design attacks
vii. Implementation attacks
viii. Penetration testing
ix. Static vulnerability scanning
x. Test coverage
xi. Test depth analysis
	The primary objective is to improve the understanding of some of the processes of security testing, such as test vector generation, test code generation, results analysis, and reporting (Hansen, 2014). This will help testers to improve the generation of test vectors and increase confidence in the tests of security function behaviors.
4. Environment Testing
	When developers work on web applications, they are often given access to a server environment that they can use to test changes to their applications in a realistic setting. This kind of development or test environment typically has these characteristics: The environment consists of a single web server and a single database server and the developers’ administrator privileges on the servers, to let them configure the environment to the requirements of their applications (Hansen, 2014). Changes to applications are deployed on a frequent basis, so the environment needs to support single-step or automated deployment.
5. [bookmark: UAT]User Acceptance Testing (UAT )
	The User Acceptance Testing includes the testing of processes and functionality performed by the users who will be using the system on a day to day basis. The tests will follow the processes from end to end with a fully functional and complete website. Additionally and the more difficult to identify; this phase will also include all the strange and wonderful things the users will attempt to do with the software even though the software was never designed to do these things.
6. Unit testing   
	Unit testing is the process of testing a singular item of the website. An example would be a window/form which allows a user to choose two ways of launching the application. Option A will launch exe A where Option B will launch exe B. The single form can be launched individually and the function of launching each option can be confirmed before adding the code to the main application (Hansen, 2014).
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